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KomnbloTepHble BUPYCbI

Bupychbl - pacnpocTpaHstoTcs Yepes Bpe4OHOCHbIN (haiin, KOTOPbIN Bbl MOITM ckavyaTb B MHTEPHETE, UNu
MOXeT OKa3aTbCsl Ha MMPAaTCKOM AMCKe, UITM YacTo nepearoT MX No CKawny nog BUOOM NoresHbIX
nporpamm (3ameTun 4To Ha NocrneaHee 4YacTo NoNagatoTCs LWKOMbHUKA, UM NepeaatoT Skobbl Mo, Ans
Urpbl UMW YUTBI @ Ha CaMOM Jene MOXET OKa3aTbCs BUPYCOM KOTOPbIN MOXET HaBpeauTb).

Bupyc BHOCKT CBOI KO OOHY M3 nporpamMM, Mo MackupyeTcs OTAENbHON NporpaMmon B TOM MecTe
Kyaa obbl4HO MOMnb3oBaTenun He 3axogdaT (Manku ¢ onepaunoHHOW CUCTEMON, CKPbITbIe CUCTEMHbIE
narkw).

Bupyc He MOXeT 3anyCTUTbCs caM, NoKka Bbl CAMW HE 3anyCTuUTe 3apaXKeHHyI nporpaMmmy.
YepBu 3apaxaloT y>ke MHOXECTBO (haurnoB BalleM KOMMbOTEPE, HanpmuMep Bce exe danrbl, CUCTEMHbIE
dawnbl, 3arpy3o4Hble cekTopa U TA.

YUepBK Yalle BCEro NPoHMKaT B CUCTEMY YXKe camu, Ucnonb3ys yassumocTy Bawwen OC, Bawwero
Opaysepa, onpegeneHHon nporpamMmmbi.

OHKM MOryT NPOHMKaTb Yepes YaThbl, NporpamMMbl Ans obLleHus Takue kak skype, icq, MoryT
pacnpoCTPaHATLCS Yepes ANEKTPOHHYHO MOYTY.

Tak e oHM MoryT BbITb Ha canTax, U UCMONb3yH YS3BMMOCTbL Ballero 6bpaysepa NpoHWKHYTb B BaLly
cuctemy.

UepBKn MOryT pacnpoCcTpaHATbLCS MO JIOKanbHOM CeTW, ECMY OOUH U3 KOMMBIOTEPOB B CETU OKaXKETCS
3apaxkeH OH MOXET pPacnpoOCTPaHATLCS Ha OCTanbHblE KOMMBIOTEPBI 3apaxas Bce dpaisbl Ha CBOEM MyTW.
UepBu cTapatoTcs nmcaTb nof camble NonyrsipHble nporpaMmmbl. Hanpumep cenyac camblii NonynapHbIn
Bpaysep «Chrome», NOSTOMY MOLLEHHMKM ByayT cTapaTbCa nucaTb NoA Hero, U AenaTb BPeAOHOCHbIN
koA Ha canTbl nod Hero. [MoToMy 4YTO YacToO UHTepecHee 3apasnTb ThiCAYN NoMb3oBaTenemn KoTopble
NCMONb3YHT NONYMAPHY MPOrpaMmmMy Yem COTHIO C HENONYNAPHOW nNporpammon. XoTts chrome n
MOCTOSIHHO ynyyluaeT 3aLmTy.

Nyywasn 3awmTa oT ceTeBbIX YepBen 3TO OOHOBNATL BaLLM NPOrpamMmbl U BaLly OnepaLnoHHY0
cucteMmy. MHorne npeHebperaoT 06HOBEHUAMM O YEM HACTO XKarneT.

HeckonbKo neT Hasag g 3amedan crnegyoLwmnin Yepsb.

u‘-n .
- ST
| L% bu’)—!
- ) + et
~—

’ :-0—-:&

Bt

e 0000001 09010011 03009001
VRS 0"0'00! 01‘00)01 01:0\)01

E——




OCHOBHbIe pa3sHOBMOHOCTU BUPYCOB.

Ha camom gene cyLecTByeT MHOXECTBO BUAOB U PA3HOBMOHOCTEN KOMMbIOTEPHLIX Yrpo3. U Bce
paccMOTPETb NPOCTO HEBO3MOXHO. [103TOMY Mbl PACCMOTPUM CaMble PAacnpoOCTPaHEHHbIE B NMOCNenHee
BPEMS U CaMble HEMPUSITHBIE.

Bupycel 6biBatoT :

— PainoBble — HaxXOASTCA B 3apaXKeHHOM (haline, akTMBUPYHOTCS KOraa nonb3oBaTterb BKIOYaeT Ty
nporpammy, camu He MOTyT aKTMBUPOBATLCS.

— 3arpy3ou4Hble — MOryT 3arpyxaTtbCsi Npu 3arpyske windows rnonas B aBTo3arpy3ky, npy BCTaBke
dnewkn nnm nogobHoe.

- Makpo BUpYyChbI - 3TO pasnnyHbie CKPUMNTbI KOTOPbIE MOFYT HAXOAMTLCA Ha calTe, MOryT npucnaTb UX
BaM no no4yte unu B gokymeHTax Word n Excel, BbinonHsaioT onpeaeneHHble yHKLUUM 3anoXXeHHble B
komnbtoTepe. Mcnonb3yoT ya3BYUMOCTM BaLLKX NPOrpamMm.

Tunbl BUpYCoOB.
-TposiHcKkMe nporpaMmmsbl
— LnnoHsbI

— Bbimorarenu

— BaHnpanbi

— PyTKuThI

— Botnet

— Kennorepbli

— TposiHCKue nporpammbl. HazsaHne NPOMCXOAUT OT TPOSIHCKOTO KOHS. [NMpoHuKaeT B Baw
KOMMbloTEp Noz BUaom 6e3BpeHbiX NporpaMm, NOTOM MOXET OTKPbITb 4OCTYN K Ballemy
KOMMbIOTEPY MNKN NepecnaTth Balun Naposin XO3AMHY.

B nocnegHee Bpems pacnpocTpaHeHbl Takme TpOosiHbl KOTopble Ha3biBatoTCa cTunepsbl (stealer).
OHKM MoryT BopoBaTb COXpaHeHHbIe Naponu B Ballem Opaysepe, B NOYTOBbLIX UIPOBbIX
knueHtax. Cpasy nocrne 3anycka KonupyeT Balln Naponv u oTnpasnseT Bawwy naposnn Ha email
W Ha XOCTUHT 3M0YyMbILWNEeHHUKY. EMy ocTaeTcsa cobpaTtb Balum AaHHble, MOTOM UX NGO
npogarT nNMbo MCronb3yloT B CBOUX LiEnsX.

— LWnnoHbI (spyware) oTcnexuearT ENCTBUSA Nonb3oBaTtens. Kakme cantbl noceLllaeTt nunm
4YTO AenaeT nonb3oBaTesnlb Ha CBOEM KOMMbIOTEPE.

— BbimoraTtenu. K Hum oTHocaTest BuHnokepbl (winlocker). MporpaMmma NosIHOCTbLIO, UMK
NMOMHOCTBIO BrIOKMPYET AOCTYN K KOMMbIOTEPY U TpebyeT AeHbru 3a pas3briokMpoBKy, Ha NpumMep
NONOXWUTb Ha cYeT unu T4. HM B KoeM cny4vae ecnv Bbl MONann Ha Takoe He CTOUT nepeckiniaTb
AeHbrn. KomnbloTep BaM He pas3bnokmpyeTcs, a AeHbrn Bbl notepsiete. Bam npsamasa gopora Ha
canT komnaHum Drweb, Tam MOXHO HalTK kak pa3bnoknpoBaTb MHOMME BUHITOKEPDI, 3a CYET
BBOJA ONpeAeneHHoro KoAaa unm BblMOSTHEHNS] HEKOTOPbIX A4ENCTBUI. HekoTopble BUHMOKEPbI
MOryT NponacTb Hanpumep vyepes AeHb.

— BaHnpganbl moryT 6nokMpoBaTtb AOCTYNbI K cakTamM aHTUBMPYCOB U OOCTYN K aHTUBMpPYCaM U
MHOMMM OpYyrum nporpaMmmam.

— PyTkunThbI (rootkit) — Bupycbl rmbpuabl. MoryT cogepxaTtb B cebe pasnmyHble Bupycbl. MoryT
nonyyaTtb JOCTYN K BaleMy MK, 1 Yenosek 6yaeT NofHOCTLIO MMETb AOCTYN K BalleMy
KOMMbIOTEPY, NPUYEM MOTYT CIMTbCS Ha ypoBeHb siapa Bawen OC. Mpuwnn ns mupa Unix
cucteM. MoryT MackupoBaTb pasnuyHble BUPYChl, COBMpaTh AaHHbIE O KOMMNblOTEPE N 060 BCex
npoueccax KomnbloTepa.

— Botnet goctaTtoyHO HeNpuUsATHas Bellb. BOTHETBI 3TO OrPOMHbIE CETU U3
3apakeHHbIX KOMMbIOTEPOB «30MBUY», KOTOPbLIE MOTYT MCMONBL30BaTLCA AN Agoca
CanTOB N NPOYMX KMBEp aTak, NCNONb3ysa 3apaXeHHble KOMMNbITEPbI. ATOT BUA O4EHb
pacnpocTpaHeH 1 ero Tsxeno obHapyXuTb, AaxXe aHTUBUPYCHbIE KOMNAHUN MOTYT
AONro He 3HaTh O UX cylecTBoBaHMU. O4eHb MHOrMe MOryT BbITb UMY 3apaxeHbl 1
Aaxe He nogo3peBaTb 06 3TOM. He UCKIYEHUM Bbl U JaXe MOXET U S.

— Kennorepsbi (keylogger) — knaBuaTypHble WNNOHBI . [lepexBaTbiBalOT BCE YTO Bbl
BBOAUTE C KnaBuaTypbl (CanTbl, NAponu ) 1 OTNPaBASET UX XO35MHY.



Buabl 3apaxaeMbIixX 006beKTOB

dannbl — 3apaxaroT BalLuM NporpamMmmbl, CUCTEMHbIE U OObIYHbIE dhannbl.
3arpy304Hble CEKTOpbl — pe3ngeHTHble BUPYChI. 3apaXaroT Kak NOHATHO U3
Ha3BaHWUS 3arpy304Hble CEKTOpa KOMMbIOTEPA, NPUNUCHIBAIOT CBOW KO B aBTO3arpy3ky
KOMMNbIOTEpa 1 3anyckatoTcs nNpu 3anycke onepaunoHHon cucteme. Nopoto xopoLuo
MacCKMpYTCS YTO TPYAHO yOpaTb U3 aBTO3arpysKku.

MakpokomaHabl — [lokymeHTbl word, excel n nogobHble. Icnonbayo Makpochl 1
yassumocTtn cpeacts Microsoft office BHocUT cBon Bpe4OHOCHbLIN Ko B BaLly
OonepaumnoHHY0 CUCTEMY.

an3HaKI/I 3apaxeHusda KOMNbrTEepPHbIMU BUPYyCaMU.

He dakT 4To Npu NosSIBNEHNM HEKOTOPLIX U3 3TUX MPU3HAKOB O3HA4YaeT Hanu4une Bupyca
B cucteme. Ho ecniv oHu nMetoTcs pekoMeHayeTcs MPOBEPUTL CBOM KOMIMbIOTEP
aHTUBMPYCOM UMM 0BPaTUTLCA K CNeLnanucry.

OaOuH 13 pacnpocTpaHeHHbIX NPU3HaKoB — 3TO CUNbHas Neperpyska KoMnbloTepa.
Korpa y Bac MeaneHHo paboTaeT KOMNbOTEP, XOTS Y Bac HUYero Bpoae Gbl He
BKIIOYEHO, NPOrpaMM KOTOPble MOTYyT CUIMbHO HarpyxaTtb KoMmnbtoTep. Ho ecnu y Bac
aHTUBMPYC 3aMeTbTe aHTMBMPYChI cCamy Mo cebe Harpy»atT KOMMNbIOTEP OYEHb
XOpOLLO. A B criy4ae OTCYTCTBMSA TaKOro codpTa KOTOPbIn MOXET rpy3nTb TO cKopee TyT
BMpPYCbl. BooGLLe COBETYIO MO YMEHbLLMTL ANs Hayana Konu4ecTBo 3anyckaemblX
nporpamm B aBTo3anycke.

MeaneHHas 3arpy3ka nporpamMmm, Tak xe MOXeT OblTb OAHUM 13 NPU3HAKOB
3apaxeHus.

Ho He Bce BUPYCbl MOTYT CUITbHO HarpyaTb CUCTEMY, HEKOTOPbIE NPaKTUYECKN TPYOHO
3aMeTUTb U3MEHEHUS.

CucremMHble owmnbku. NepectatoT paboTaTb ApaniBepa, HEKOTOPbIE NPOrpaMmb
Ha4yMHalT paboTaTb He NPaBUIbHO UM YacTOo BbINETAT C OLUMOKOM HO paHbLUe
AOMYCTUM Takoro He 3ame4anochk. nv HaunHaT YacTo nepesarpyaTbCa NporpaMmmsi.
KoHe4yHO Takoe 6biBaeT 13 3a aHTMBUPYCOB, HaNnpuMep aHTUBMPYC yaanun no owmnbke
NOCYMTaB CUCTEMHBIV (hbann BpeLOHOCHbIM, NMMBOo yaanun 4eNCTBUTENBHO 3apakeHHbIN
dann HO OH BbIN CBA3aH C CUCTEMHbBIMU ddarnamm NporpamMmmbl U yaaneHue noBrekso
3a cobon Takme owmnbkun. NMosiBneHne peknambl B 6pay3epax unu gaxe Ha paboyem
CTOMe HaynHalT NosABNATLCA GaHHepbI.

NosiBneHne He cTaHAAPTHBLIX 3BYKOB MNpu paboTe KoMnbloTepa (MUCK, LLESTYKU HU C
TOro HU C cero n nogobHoe).

OTtkpbiBaeTca cam no ce6e CD/DVD npuBoga, unv npoCTo HAaYMHAET CIOBHO YnTaTb
ANCK XOTHA AUCKa Tam Her.

OnutenbHoOe BKNOYEHUE UK BbIKIMOYEHUE KOMNbIoTepa.

YroH Bawmx naponeun. Ecnv Bbl 3amMeTunNun 4YTO OT BalLEro UMeHU paccblfnaeTcs
pasnu4HbIA cnam, C Ballero noYToBOro fALLMKa UKW CTPaHMYKN CcoumarnbHOM CeTH, Kak
BEPOSATHOCTb YTO BUPYC MPOHMK B BaLl KOMMbIOTEP U Nepeaan naponun Xo3anHy, ecnum
Bbl 3aMeTUNN Takoe peKoMeHOY0 NPOBEPUTBLCS aHTUBUPYCOM B 06s3aTeNIbHOM
nopsiake (XoTa He PakT YTO MMEHHO TaK 3MI0YMbILLIIEHHMK NOYYKUsT Ball Naporsib).
YacToe obpalleHune K XXeCTKOMY AUCKY. Y KaXaoro KoOMnbloTepa eCTb MHONKaTop,
KOTOpPbIM MUraeT Korga Ucnosb3ylT pasnnyHblie NporpamMmMbl UK Korga Konvpyerte,
CkaynBaeTte, nepemMeltaeTte hannbl. Hanpumep y Bac NpOCTO BKIIKOYEH KOMMbIOTEP HO
He MUCNOoSb3yeTCs HUKaKMUX NporpaMm, HO MHAMKATOP Ha4YMHAEeT YacTo MUraTb SKOObI
NCNOSb3YHTCH NPOorpamMMbl. OTO yKe BUPYChbl HA YPOBHE XECTKOro Ancka.

BoT co6CTBEHHO U paccMOTPENN KOMMbIOTEPHbIE BUPYChl KOTOPbLIE MOFYT BaM
BCTPETUTLCH B MHTepHeTe. Ho Ha camoM aene vx B pasbl 6ornblue, U NOSTHOCTbLIO



3alNUTUTLCA HE BO3MOXHO, pa3Be 4YTO HE MNOJIb30BATbCA MHTEPHETOM, HE NOKYyNaTb
ANCKM 1 BOOOLLIE He BKNOYaTb KOMMbHOTEDP.



